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Schlüsselwörter
Boxcryptor Cryptomator Datensicherheit Verschlüsselung

Lösung (öffentlich)
Preparation

If you have a fully encrypted Boxcryptor folder as shown in the following
screenshot, follow the instructions below for the "Migration of existing
data." Full encryption is ensured when all subfolders and files contained in
the folder display the green symbol.

 Screenshot Boxcryptor: Fully encrypted folder 

Cryptomator encrypts all files that are located within the folder selected for
encryption. Mixed encryption, which Boxcryptor could provide, is not possible
using Cryptomator. If you have a mixed encrypted Boxcryptor folder consisting
of encrypted and unencrypted subfolders and files (see screenshot below), you
can either encrypt all the files with Cryptomator (full encryption) or
continue to encrypt only the currently encrypted files, in which case you only
need to copy these to the new Cryptomator folder.

 Screenshot Boxcryptor: Mixed encrypted folder 
Migration of existing data 
-

Select your files from the Boxcryptor drive and copy them to your new
Cryptomator drive, for example using drag and drop. Important: Please pay
attention to the amount of data to be copied. For large amounts of data, make
sure you copy file by file or folder by folder.

 Screenshot of Windows Explorer: Window with marker on start and destination
folder for copy process 

-

After completing this step, check the readability of your data in the new
Cryptomator safe.

For more information, please refer to the [1]Migration Guide from Boxcryptor.

Make sure that no sensitive data is stored unencrypted in the cloud at any
time. Alternatives for storing sensitive data can be found [2]in the linked
FAQ article.

If you have any questions or queries, please write to [3]cert@tu-dresden.de.

[1] https://www.boxcryptor.com/migration-guide
[2] https://tickets.tu-dresden.de/otrs/customer.pl?Action=CustomerFAQZoom;ItemID=1265
[3] mailto:cert@tu-dresden.de


